
3 simple steps business owners 
must take to prepare for new 
cyber insurance requirements
(And one tip you’ve probably never thought of)



Keep your business 
from Being hacked

Simple Mistakes Business Owners Make With Their Data 
That We Need To Talk About



Why the heck do you
care what I have to say?
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OUR Story
• We founded Leapfrog Technology Group in 22 years ago 

after leading various Information Technology teams at 
Fortune 500 organizations in the prior years.

• We have led many cyber security recovery events including 
analyzing security events to locate the root cause all the 
way through recovery, including negotiations with 
ransomware gangs\threat actors.

• With security moving at such a fast pace today, we design 
and implement security solutions to increase the security 
posture of our clients to minimize likelihood and impact of 
security breaches.

• We help our customers stay in compliance with their 
insurance requirements as well as PCI, HIPAA, HITRUST and 
SOC standards.



OUR mission



2,265 assessments
in the last 12 months 



Grab something to write with



SO What’s going on?



did you know:
cyber insurance companies 

are losing money right now?



significant loss
• AIG Insurance cut their coverage in half

• IT forensics costs are up 40%

• Credit monitoring is required

• Attorney firms assignments are expensive



Why?

• Ransomware Risk Increasing

• Rising Response Costs

• Increasing Ongoing Costs

• Inadequate Cybersecurity Hygiene

• Lack of Incident Response Plans

• Business Interruption



Ransomware Risk is Increasing.

The average ransom payment 
in 2020 was $300,000.

Average ransom payments are up 71% this year: 
in the first 6 months of 2022, it’s

$925,162



Not just ransomware



Heightened business email 
compromise (BEC) risk



Federal Bureau of Investigation (FBI) said
that the amount of money lost to business
email compromise (BEC) scams continue to
grow each year, with a 65% increase in the
identified global exposed losses between

July 2019 and December 2021.



In 2020:

65% of organizations
suffered a business email compromise



Risk increasing

IMPACT

HIGH Not likely to occur, 
severe adverse effects

Somewhat likely to occur, 
severe adverse effects

Likely to occur, 
severe adverse effects

MEDIUM Not likely to occur,
serious adverse effects

Somewhat likely to occur, 
serious adverse effects

Likely to occur, 
serious adverse effects

LOW Not likely to occur, 
limited adverse effects

Somewhat likely to occur, 
limited adverse effects

Likely to occur, 
limited adverse effects

LOW MODERATE HIGH

LIKELIHOOD



Rising Response Costs

The costs associated with responding 
to a cyber incident are rising. 

Also have major increases in cost for 
security, IT, forensic and legal experts 
who deal with the incident and 
ransomware demands.



Increasing ONGOING IT Costs

44% of businesses planned to 
increase their technology 
budget, up 6% from the prior 
year.

1 in 4 businesses increased 
their IT spend in 2020 due to 
a recent security incident. 



Inadequate Cybersecurity Hygiene

Most events are preventable 
with simple user cyber hygiene.  

Companies do not even implement tools they 
already own because it’s annoying!  

With remote users, the lack of adequate 
cybersecurity controls on home networks 
leads to even more significant exposures as 
those workers connect to the office.



Lack of incident response plans

Only 23% of businesses surveyed 
reported having an incident response 
plan that was applied consistently 
across their organization.

That means 77% of businesses 
have inconsistent or no plans.



Business interruption

The costs associated with a cyber intrusion 
are not only related to the recovery response. 

According to a recent cyber claims study, claims impacting 
small and midsized enterprises resulted in an average of 
$343,000 in business interruption expenses as the 
breached organizations worked to get back up and running.



If you were an insurance company, 
What would you do?



WHAT IS CYBER INSURANCE

• Policies that help cover the financial losses that result from 
cyber events and incidents. 

• Cyber-risk coverage helps with the costs associated with 
remediation, legal assistance, investigators, crisis 
communicators, and customer credits or refunds.



COVERAGE EXAMPLES

• Extortion Demands
• Data Recovery (locked, stolen, altered)
• Legal Fees
• Hiring Forensics Investigators
• Repair or Replace Damaged or Compromised Systems $$$
• Customer Notification Fees
• Restoring Identities to Customers whose PII was compromised



Excluded PREVENTABLE Security Issues

• Cyber events initiated and caused by employees or insiders
• Failure to correct a known vulnerability

• (Windows 7 being present in your environment, multi factor (MFA) 
authentication on your user accounts as examples)

• Cost to improve technology systems, including security 
hardening in systems or applications

• Infrastructure failures not caused by a purposeful cyber attack
• Preexisting cyber events, such as incidents that occurred 

before the policy was purchased



WHAT CAN YOU DO TO MINIMIZE THE 
LIKLIHOOD OF SUFFERING AN INTRUSION?



Believing 
antivirus is 

enough

Missing the 
warning signs

Not seeking 
validation

WHAT ARE YOU DOING WRONG?



75 percent of ransomware victims
report having up to date antivirus





What does that mean?

They thought they were safe



What does that mean?

They were investing in security



What does that mean?

Attackers still got in



How does that happen? 

Hackers are 
constantly evolving



How does that happen? 

Hackers are 
changing tactics



How does that happen? 

Hackers bypass antivirus



How does that happen? 

Antivirus is like 
your immune system



How does that happen? 

Antivirus looks for 
patterns in files



How does that happen? 

If Antivirus has not 
seen a file before, 

it assumes it is good



How does that happen? 

Hackers keep changing 
their files and 

antivirus just can’t keep up



How does that happen? 
Even “artificial intelligence” 

needs to learn, making it 
slower to respond than the 

hackers



In security, What worked 
yesterday does not work today.



DARK WEB PRICES 2022:

• PayPal transfers from stolen account = $15

• Hacked Uber account = $15 

• Hacked Gmail account = $65

• Credit card details, account balance up to 1,000 = $80

• 50 Hacked PayPal account logins = $150



small financial services firm 
EXAMPLE



Before covid, most of their users 
worked at the office



Small financial services firm: 
in-office

• Protection was easier and centralized

• Antivirus protected the computers

• If an attacker got past the antivirus (which 
they often do) the corporate firewall
stopped them from exfiltrating data out



Small financial services firm Today: 
Users working at home, coffee shops, and the office 

• People use very inexpensive firewalls at home or none at all

• When the hacker gets past the antivirus, 
there’s no corporate firewall or configurations to stop them



1 of their 17 users was phished



1 out of 5 users 
will click a malicious link



The Hacker got 
past their antivirus



Accessed their NETWORK

NETWORK 
ACCESSED



the ransomware 
spread to 
all connected 
computers

ransomware

ransomware

ransomware

ransomware

ransomware

NETWORK 
ACCESSED



They had to pay

13 Days
DOWNTIME

+
PAID

THE RANSOM ITSELFRANSOM DUE

RANSOM DUE

RANSOM DUE

RANSOM DUE

RANSOM DUE

RANSOM DUE

LABOR
INTERNAL STAFF WORKING

24x7 TO RECOVER

+



All businesses are at risk

Small
Business

Big
Business

Business in 
the Cloud

All
Businesses



Small
Business

Big
Business

Business in 
the Cloud

All
Businesses

Have to pay the ransom



What can you do?
Make sure more than antivirus is 

protecting your users, data and reputation.



Not Enough Essentials Advanced Premium

Desktop Antivirus ✔ ✔ ✔ ✔

Virus Email Alert Monitoring ✘ ✔ ✔ ✔

Business Cyber Insurance Policy Review ✘ ✔ ✔ ✔

Email Phishing Tests ✘ ✘ ✔ ✔

End-User Security Awareness Training ✘ ✘ ✔ ✔

Dark Web Scan ✘ ✘ ✔ ✔

Identification of PII ✘ ✘ ✔ ✔

Internal Penetration Test ✘ ✘ ✔ ✔

Malware Removal and Remediation ✘ ✘ ✘ ✔

External Vulnerability Scan ✘ ✘ ✘ ✔

Internal Vulnerability Scan ✘ ✘ ✘ ✔

Microsoft 365 Analysis ✘ ✘ ✘ ✔

What you
are probably 

doingHOW TO PROTECT
What you 
should be 

doing





Our security team built ONE OF the 
most comprehensive cyber insurance 

analysis available



Combined over13 different cyber 
security insurance assessments



WHAT DO THEY EXPECT NOW? 
• Do you restrict logins based on geography?
• Do you use 3-2-1 backup for data?

3 copies, 2 types of media, 1 off site
• Are your backups air-gapped – separate from your network?
• Does ‘all’ corporate access require MFA or biometrics?
• Do all employees attest to security training annually?
• Are permissions to data and old user accounts reviewed 

monthly?
• Do you encrypt your operating system drives?
• No user accounts have admin access on the same

account they login with daily?



WHAT DO THEY EXPECT NOW?
• Do you perform anti phishing email tests quarterly?
• Are security cameras on a separate secured network?
• Does your email system prevent PHI\PII from being emailed?
• Do you have a documented disaster recovery plan?
• Do you have a documented incident response plan?
• Do all employees attest to security training annually?
• Based on your plan, # of hours to restore full business operations?
• How often do you test the recovery procedures?
• Are all users required to change their passwords?



SECURITY AWARENESS TRAINING EXAMPLES



PHISHING TESTS



Do you ever get 
x-rays at the dentist?

absolutely



Why?



Problems you cannot 
detect with the naked eye



Have you ever had an 
x-ray of your network?



Have you ever had your 
security analyzed?



You might be thinking 
you are too small



All businesses are at risk

Small
Business

Big
Business

Business in 
the Cloud

All
Businesses



Would you ever 
proofread your own work?



Don’t ALLOW your 
i.T. people to DO IT either



If you have ever had a 
breach, data loss or ransomware



If you can log into your business email 
without being prompted for 

an access token on your phone



If you are getting 
warning messages or popups



If you are only using antivirus



It is time to get a security analysis



I know you are thinking “that isn’t my job”

• Who will be responsible for communicating 
to your clients if you have a breach?

• Who will deal with negotiating the ransom
if you get ransomware?

• These responsibilities usually fall on the 
business owner’s shoulders



Help protect

SMALL AND MIDSIZE BUSINESSES



Analyze your network

Meet with you and review the results

Give you simple steps you can take to 
protect yourself and your data

We will:



We will not need

Administrative credentials



Will you have to get

Your it department involved?



We will not

Install anything





Here’s what you can do:

WWW.INEEDLEAPFROG.com/analysis

Get a FREE 3rd party cyber 
security network analysis



Here’s what you can do:

WWW.INEEDLEAPFROG.com/insurance

Get a FREE 3rd party cyber 
insurance readiness assessment



QUESTIONS?

Security or Insurance


